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2025 Essential Cybersecurity, Privacy, and AI Law
October 22, 2025 • AT&T Conference Center • Austin, TX

October 22, 2025 • Live Webcast

Wednesday Morning, Oct. 22, 2025

Presiding Officer:
Jay Johnson, Charles Schwab - Westlake, TX

7:30 am
In Austin Only

Registration Opens

Includes continental breakfast.

8:20 am Welcoming Remarks

8:30 am
1.00 hr

Federal and State Enforcement Update

This session surveys the most consequential federal and state privacy, cybersecurity, and AI enforcement
actions and developments of the past year, distilling key themes and identifying the statutes, regulations,
and enforcement initiatives driving regulators’ expanding expectations.

Tim Newman, Haynes Boone, LLP - Dallas, TX

9:30 am
1.00 hr

Mastering a Regulatory Cybersecurity Defense Strategy

The Texas Attorney General has emerged as a significant regulatory enforcement authority for data
privacy in the US. In 2023, the Texas legislature passed the Texas Data Privacy and Security Act, among
other consumer focused privacy legislation. The recent 89th legislature continued the trend by enacting
the Texas Responsible Artificial intelligence Governance Act (“TRIAGA”) among some other activity
focused on expanding consumer privacy protection. This discusses the enforcement activity and priorities
through the lenses of an outside counsel and an in house attorney focused on building in a regulatory and
litigation defense strategy as part of a company’s compliance program. The goal is to have an interactive
discussion so that you have take-aways to consider for your client’s risk mitigation plan.

Elizabeth Rogers, Winstead PC - Austin, TX
Edward Willey III, Academy Sports + Outdoors - Katy, TX

10:30 am 15-Minute Break

10:45 am
0.50 hr

Cyber Threats and Legal Litigation: Understanding Business Email Compromise

Explore the growing threat of Business Email Compromise (BEC) and the current legal trends in this
area. Gain insights into how BEC schemes unfold and how potential liability is assessed.   

Amanda Harvey, Mullen Couglin LLC - Grapevine, TX
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11:15 am
0.75 hr

Website Tracking Technologies: Recent Litigation and Best Practices

Examine the evolving legal landscape surrounding website tracking technologies, including recent
litigation trends and regulatory developments. Hear insights into key cases involving pixel tracking,
session replay, and cookie consent, and how these impact compliance strategies. And receive practical
guidance and best practices for mitigating legal risk while maintaining effective digital marketing and
analytics operations.

William R. Daugherty, Norton Rose Fulbright - Houston, TX
Jason K. Fagelman, Norton Rose Fulbright US LLP - Dallas, TX

12:00 pm
In Austin Only

Pick Up Lunch

Wednesday Afternoon, Oct. 22, 2025

Presiding Officer:
Tim Newman, Haynes Boone, LLP - Dallas, TX

LUNCHEON PRESENTATION

12:15 pm
1.00 hr

Aligning Cybersecurity with Business Operations

Join us for an engaging fireside chat between Shawn Tuma and Janie Aggas, Global Business Information
Security Officer (BISO) at CBRE, as they explore the critical intersection of cybersecurity, legal
compliance, and business operations. Drawing from her unique career journey to becoming a BISO with
a Masters in Cybersecurity Law and Public Policy, Janie shares practical insights on building effective
partnerships between legal, cyber, and business teams. Learn how organizations can better align their
cybersecurity initiatives with business objectives while navigating complex regulatory requirements and
emerging technologies.

Moderator:
Shawn E. Tuma, Spencer Fane - Plano, TX
Panelist:
Janie Aggas, CBRE - Richardson, TX

1:15 pm 15-Minute Break

1:30 pm
1.00 hr
0.75 hr ethics

Counsel in the Crosshairs: Legal Decisions During a Data Crisis

This interactive tabletop exercise puts attorneys at the center of a fast moving cyber incident. Legal,
regulatory, and reputational consequences hang in the balance as participants collaborate to guide a
fictional company through a breach response. And along the way, we’ll meet and interact with key
constituents (employees, clients, service providers, regulators). Keep your head on a swivel—we may
even catch a glimpse of the threat actor himself!

John E. Ansbach, Stroz Friedberg a LevelBlue Company - Dallas, TX
Jay Johnson, Charles Schwab - Westlake, TX
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2:30 pm
0.75 hr
0.25 hr ethics

Legal Challenges Arising from Use of Generative AI

A survey of legal landscape surrounding generative AI technologies with the focus on legal issues related
to IP, privacy, and litigation.  

Moderator:
Molly Russell, Charles Schwab - Dallas, TX
Panelists:
Thomas Barr, Ph.D., Irell & Manella LLP - Los Angeles, CA
Hilda C. Galvan, HC Galvan Law, PLLC - Dallas, TX
Gunnar Heinisch, Toyota Motor North America - Plano, TX

3:15 pm 15-Minute Break

3:30 pm
1.00 hr ethics

The Use and Governance of AI in Legal and Compliance Departments

Engage in, and leave with actionable suggestions for, how legal and compliance teams are supporting the
use of AI, from piloting a single model within the department  to supporting AI governance across the
enterprise.

Chris Miller, General Motors - Detroit, MI
Steven Gyeszly, Valaris - Houston, TX

4:30 pm
1.00 hr

Ensuring Operational Resilience

How quickly can your organization recover from a cyberattack? This panel examines legal and strategic
approaches to maintaining operational resilience, especially in the face of disruptions to critical
infrastructure or third-party vendors. Topics include incident response, third-party due diligence, and
legal counsel’s role in minimizing downtime and ensuring continuity across complex systems.

Moderator:
Emily Westridge Black, A&O Shearman - Austin, TX
Panelists:
Justin Boncaldo, MOXFIVE - Rome, NY
Alan Mitchell, Celanese - Fort Worth, TX
Anna Rudawski, A&O Shearman - New York, NY

5:30 pm Adjourn


