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ATTORMNEYE AND COUMNEELOES

Legal Goals During a Breach Investigation

o ldentify source of data breach

o Minimize data loss

o Minimize liability

o Preserve privileges, protections, and immunities

o Maximize insurance coverage




CLE Topics

o Data breaches generally
o Effective data breach investigations

o Limiting discoverability of breach investigation
materials

o Maximizing insurance coverage

World's Big%est Data Breaches

Selected losses greater than 30.000 records
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US Military

76.000, 00O

More than 55%o0f companies report
they can catch a breach within an
hour

But 45%o0f companies have ZERO
people dedicated to incident
response

Approximately half of data breach
victims are notified by an outsider

Median number of days before an
attack is identified: 229
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Find the full text of this and thousands of other resources from leading experts in dozens of
legal practice areas in the UT Law CLE elibrary (utcle.org/elibrary)
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Also available as part of the eCourse
2017 Corporate Counsel eConference

First appeared as part of the conference materials for the
39" Annual Corporate Counsel Institute session
"Cybersecurity Update, Part II: Crisis Management"
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