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Cybersecurity for Oil & Gas Attorneys: Understanding
the Ethical and Legal Obligations

Will R. Daugherty, Baker Hostetler
Andy Sawyer, Locke Lord
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Summary of the Topics to Discuss

— Overview of the Threat Landscape and How
Law Firms and Attorneys Are Being Targeted

— Attorneys’ Ethical and Legal Obligations to
Protect Client Data

— Recommendations on How to Protect Client
Data
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Where are the threats?

Internal Threats | $40 REWARD!

LOST PHONE!

= Employee Negligence
o Security failures
o Lost mobile devices
= Employee Ignorance
o Improper disposal of information
o Lack of education and awareness

= Malicious Employees
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Where are the threats?

External Threats
= State-Sponsored
= QOrganized Crime
= Cyber-Espinonage
= “Hacktivists”
= Script-kiddies
= Vendors
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Causes of Data Security Incidents
Across All Industries

Top 5 Causes
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The Biggest Threats of 2018

Social Engineering

Malicious Email

Ransomware

Denial of Service
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Find the full text of this and thousands of other resources from leading experts in dozens of
legal practice areas in the UT Law CLE eLibrary (utcle.org/elibrary)

Title search: Cybersecurity for Oil & Gas Attorneys: Understanding
the Ethical and Legal Obligations

Also available as part of the eCourse
Answer Bar: Global Data Security Considerations for the Corporate Client

First appeared as part of the conference materials for the
44" Annual Ernest E. Smith Oil, Gas and Mineral Law Institute session
"Protecting Client Information-Cyber Protection Duties as an Attorney"
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