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DIGITAL FORENSICS — PROLIFERATION OF DIGITAL EVIDENCE
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“It May Be Recoverable’

“01010010” “00110011”

Stored as a series of magnetic
charges on disk platters and
external media.
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Rﬂiqital Forensics

A “Sector” is

Millions of sectors make up the
smallest area on a hard drive that can
be written to. One sector =512
Bytes.




WHY DELETED FILES MAY BE RECOVERABLE

Note.txt (File Size = 1340 bytes)

316 bytes of file 196 bytes of Slack Space

| |

Sector 1 Sector 2 Sector 3

512 bytes 512 bytes 512 bytes

Cluster — 1536 Bytes

NOTE.TXT IS DELETED BY THE USER

Note.txt (File Size = 1340 bytes)
316 bytes of file 196 bytes of File Slack

e

Sector 1 Sector 2 Sector 3

512 bytes 512 bytes 512 bytes

Cluster — 1536 Bytes

The data is still there in the exact same
place. The File System just marks the
location of Note.txt as available or
Unallocated Space
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Find the full text of this and thousands of other resources from leading experts in dozens of
legal practice areas in the UT Law CLE elibrary (utcle.org/elibrary)
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