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Why is a “Reasonable Security” Evaluation Necessary?

* Ensures organizations take due care when
implementing protective measures and
security controls

* Validates the effectiveness of the granular
components of an organization’s information
security program

* Evaluates and confirms cyber risk
rr:c?nagement activities and risk mitigation
efforts

* Protects customers, clients, employees, and
brand / organizational reputation

credit bureau.

The US. District Court Northern District of Georgia has signed off on
Equifax’s $1.38 billion class-action settlement over its 2017 data breach,
BanklInfoSecurity reports. According to Chief Judge Thomas Thrash Jr's
decision, Equifax will put $1 billion toward improving its data security,
while a maximum of $31 million in damages will be distributed among
affected consumers. "This settlement is the largest and most
comprehensive recovery in a data breach case in U.S. history by several
orders of magnitude,” Thrash wrote. Meanwhile, Government Technology
reports affected Equifax customers have a Jan. 22 deadline to file for
damages under the Federal Trade Commission's settlement with the
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FTC Enforcement Action Evaluated Against

NIST CSF

* “The FTC has recognized that there is no
such thing as perfect security, and that
security is a continuing process of defecting
risks and adjusting one's security program
and defenses.”

* “The Framework and the FTC’s approach are
fully consistent: The types of things the
Framework calls for organizations to
evaluate are the types of things the FTC has
been evaluating for years in its Section 5
enforcement to determine whether a
company'’s data security and its processes

The FTC has brought enforcement cases against companics that

didn’t implement certain data security practices which also align

with the following Protect action sicps

= Manage identitics and credentials for authorized devices and
users;

* Manage and protect physical access o assets;

* Manage remoie access;

* Manage access p q P 12 of
least privilege and separation of duties;

* Protect network infegrity, network

The FTC has brought cascs against panics that

didn’t implement certain data security practices which also align

with the following Detect action steps:

* Aggregate and correlate event data from multiple sources and
SeNsors;

* Monitor the network to detect potential cybersecurity events;

* Monitor personnel activity to detect potential cybersecurity
events;

* Monitor for horized personnel, , devices, and
software; and

* C icate event detection i ion to appropriate
parties.

The FTC has brought e cases against ies that

didn’t implement certain data security practices which also align
with the following Identify action steps:

>

where appropriate;

* Inform and train all users;

* Ensure privileged users understand roles and responsibilities;

* Ensure third-party stakeholders understand roles and
responsibilities;

* Protect data-at-rest;

* Protect data-in-transit;

* Formally manage assets throughout removal, transfers, and
disposition;

* Implement protections against data leaks;

* Use integrity checking mechanisms to verify software,
firmware, and information integrity.

* Destroy data according to policy,

* Develop and imple a vulny 'y plan;

* Perform & repair of I assets and

log
them in a timely manner, with approved and controlled tools;

* Protect removable media and restrict its use according to
policy; and

* Control access 1o systems and assets, incorporating the
principle of least functionality.

Establish an or ion security policy;

* Coordinate and align information security roles and
responsibilities with internal and external partners;

* Identify and document assct vulnerabilitics;

= Receive threat and vulnerability information from information
sharing forums and sources;

* Identify and document threats, both internal and external;

= Use threats, vulnerabilities, likelihoods, and impacts to
determine risk;

= Establish and manage risk management processes that are
agreed to by organizational stakeholders:

= Inventory physical devices and systems within the
organization; and

= Establish cyb y roles and responsibil
workforce and third-party stakeholders.

for the entire

are reasonable.”

https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc

The FTC has brought enforcement cases against companies that
didn"t implement centain data security practices which also align
with the following Respond action steps:

= Execute response plans during or after an event;

= Share information consistent with response plans;

* Coordinate with stakehold with response plans;
* Investigate notifications from detection systems;

* Understand the impact of an incident; and

* Contain incidents.




Evaluate Reasonable Security Against A Framework / Standard

NIST Cybersecurity Framework
(NIST CSF)

Center for Internet Security
(CIS) 20

International Standards
Organization (ISO) 27001/2

PERCENTAGE OF U.S. ORGANIZATIONS

https://www.nist.gov/industry-impacts/cybersecurity-framework
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CYBERSECURITY FRAMEWORK USAGE

As of 2015, 30% of U.S.
organizations use the NIST
Cybersecurity Framework;
and use is predicted to rise
to 50% by 2020 according
to Gartner research.
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NIST Cybersecurity Framework

Framework Core: Desired cybersecurity

outcomes organized in a hierarchy and

aligned to more detailed guidance and
controls

Framework Profiles: Alignment of an
organization’s requirements and objectives,
risk appetite, and resources using the
desired outcomes of the Framework Core

Framework Implementation Tiers: A
qualitative measure of organizational
cybersecurity risk management practices

https://www.nist.gov/industry-impacts/cybersecurity-framework
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Find the full text of this and thousands of other resources from leading experts in dozens of
legal practice areas in the UT Law CLE elibrary (utcle.org/elibrary)

Title search: Reasonable Security Program Evaluation &
Measurement

Also available as part of the eCourse
2020 Essential Cybersecurity Law eConference

First appeared as part of the conference materials for the
2020 Essential Cybersecurity Law session
"Is Reasonable Security Achievable in the Corporation?"
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