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Why is a “Reasonable Security” Evaluation Necessary?

� Ensures organizations take due care when
implementing protective measures and 
security controls

� Validates the effectiveness of the granular 
components of an organization’s information 
security program

� Evaluates and confirms cyber risk 
management activities and risk mitigation 
efforts 

� Protects customers, clients, employees, and 
brand / organizational reputation

FTC Enforcement Action Evaluated Against 
NIST CSF

� “The FTC has recognized that there is no 

such thing as perfect security, and that 

security is a continuing process of detecting 

risks and adjusting one’s security program 

and defenses.”

� “The Framework and the FTC’s approach are 

fully consistent: The types of things the 

Framework calls for organizations to 

evaluate are the types of things the FTC has 

been evaluating for years in its Section 5 

enforcement to determine whether a 

company’s data security and its processes 

are reasonable.”

https://www.ftc.gov/news-events/blogs/business-blog/2016/08/nist-cybersecurity-framework-ftc
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Evaluate Reasonable Security Against A Framework / Standard

� NIST Cybersecurity Framework 

(NIST CSF)

� Center for Internet Security 

(CIS) 20

� International Standards 
Organization (ISO) 27001/2

https://www.nist.gov/industry-impacts/cybersecurity-framework

NIST Cybersecurity Framework

� Framework Core: Desired cybersecurity 
outcomes organized in a hierarchy and 
aligned to more detailed guidance and 
controls

� Framework Profiles: Alignment of an 
organization’s requirements and objectives, 
risk appetite, and resources using the 
desired outcomes of the Framework Core

� Framework Implementation Tiers: A 
qualitative measure of organizational 
cybersecurity risk management practices
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Find the full text of this and thousands of other resources from leading experts in dozens of
legal practice areas in the UT Law CLE eLibrary (utcle.org/elibrary)

Title search: Reasonable Security Program Evaluation &
Measurement

Also available as part of the eCourse
Answer Bar: Global Data Security Considerations for the Corporate Client

First appeared as part of the conference materials for the
2020 Essential Cybersecurity Law session
"Is Reasonable Security Achievable in the Corporation?"

http://utcle.org/elibrary
http://utcle.org/ecourses/OC8829

