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The information collected on this form is used solely for court administration purposes. This form does not
supplement or replace the filing and service of pleadings or other papers as required by law or rules of court.

Commencement of Action:
Complaint L] Writ of Summons
] Transfer from Another Jurisdiction

O petition
] Declaration of Taking

Lead Plaintiff’s Name: Lead Defendant’s Name:

JANE DOE LEHIGH VALLEY HEALTH NETWORK, INC.

] Dollar Amount Requested: D within arbitration limits

Are money damages requested? [ Yes [1 No (check one) [ outside arbitration limits
Is this a Class Action Suir? ElYes [l No Is this an MDJ Appeal? OYes L No

Name of Plaintiff/Appellant’s Attomey: _Todd J. O'Maliey, Esq.
3 Check here if you have no attorney (are a Self-Represented [Pro Se] Litigant)

{ Nature of the Case: Place an “X* to the left of the ONE case category that most accurately describes your
PRIMARY CASE. If you are makmg more than one type of clmm, check the one that
you consider most 1mportant

TORT (do rnot include Mass Tort) CONTRACT (do not include Judgments) | $ CIVIL APPEALS
[ Intentional [ Buyer Plaintiff Administrative Agencies
1 Malicious Prosecution 1 Debt Collection: Credit Card ] Board of Assessment
I3 Motor Vehicle ] Debt Collection: Other ] Board of Elections
Nuisance Dept. of Transportation
Premises Liability Statutory Appeal: Other
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. . Discrimination
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Other: ==
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Tobacco 25 U om
Toxic Tort - DES f—-f %] E;—
E Tonxic Tort - Implant REAL PROPERTY MISGELLANEOBS ~
o [ Ejectment [ GmmodBawiS@atutory Arbitration
[ Other: ] Eminent Domain/Condemnation [J Declaratory Judgment
[ Ground Rent Mandamus
m Landlord/Tenant Dispute Non-Domestic Relations
[J Mortgage Foreclosure: Residential Restraining Order
{| PROFESSIONAL LIABLITY [ Mortgage Foreclosure: Commercial | | [ Quo Warranto
| [0 Dental 3 Partition Replevin
O Legal [ Quiet Title [ other:
[0 Medical [ Other: DATA BREACH
[0 Other Professional:
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SALTZ, MONGELUZZI, & BENDESKY, P.C.
By: Simon B. Paris

Patrick Howard, Esquire (No. 88572)
One Liberty Place, 52™ Floor
1650 Market Street
Philadelphia, PA 19103
T: 215-496-8282; F: 215-754-4443

ATTORNEYS FOR PLAINTIFF
(Additional Counsel Listed on Signature Page)
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)
JANE DOE, ) IN THE COURT OF COMMON PLEAS
Dunmore, PA 18512 ) OF LACKAWANNA COUNTY
)
individually and on behalf of all ) Term, 2023
others similarly situated, )
) Case No. &5 O l/ J }{%q
Plaintiff, )
)
v. ) CLASS ACTION
)
LEHIGH VALLEY HEALTH )
NETWORK, INC. )  JURY TRIAL DEMANDED
1243 Cedar Crest Blvd. )
Allentown, PA 18103 )
)
Defendant. )
)
NOTICE TO PLEAD
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“YOU SHOULD TAKE TEHIS PAPER TO YOUR LAWYER AT ONCE, IF YOU DO NOT
HAVE A LAWYER OR CANNOT AFFORD ONE. GO T0 OR TELEFHONE THE OFFICE
SET PORTH BELOW TO FIND OUY WHERE YOU CAN GET LEGAL HELP.

LACKAWARNA COUNTY BAR ASSOCATION
UAWYER REFERRAL ol IFORMATION $ERICE
200 North River Street

Wilkes-Barre, PA 18711

{8700 A22-8029
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CLASS ACTION COMPLAINT , , A2 iin sy

Plaintiff, Jane Doe (“Plaintiff”), by and through her attorneys qﬁﬁﬁewﬂi,tifpoi?péi-s&ﬁl
knowledge as to their own acts and experiences, and upon infomationRaﬁﬁJ%ﬁe%? ié&;ﬂ:ﬁgﬁ‘ﬁr :
matters, files this complaint against Defendant, Lehigh Valley Health Network, Inc. (“LVHN")
and alleges the following:

NATURE OF THE ACTION

1. On February 6, 2023, Defendant LVHN suffered a data breach. In general, data
breaches are serious as they result in disclosure personally identifiable information (“PII”’) and
protected health information (“PHI”), including one or more of the following: address, email
address, date of birth, Social Security number, passport information, driver’s license number /
State ID number, health insurance provider, medical diagnosis/medical treatment information,
medications, lab results, and nude photographs (collectively, “Sensitive Information™).

2. This Data Breach, however, was far more consequential. Cancer patients receiving
treatment were photographed in the nude—often unbeknownst to the patients themselves—and
those images were stored on LVHN’s network. Those images were subsequently stolen by the
hackers as part of the Data Breach.

3. LVHN was told by the hackers that they had these images and if LVHN refused to
pay their ransom demand, the hackers would release these sensitive images publicly. LVHN
needed to act with serious consideration of the consequences that would befall these patients if
those images were released on the internet where they can stay forever. LVHN made the knowing,
reckless, and willful, decision to let the hackers post the nude images of Plaintiff and others on the

internet.
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Also available as part of the eCourse
2024 Health Law eConference

First appeared as part of the conference materials for the
35" Annual Health Law Conference session
"Hospital Operational Opportunities and Challenges "
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