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[{"date 023-04-25","title £ is a part of a group of companies that are comp\nrised of an entrepreneurial
spirited team, under the leadership o\nf Rob Thompson. They combine real estate, land development, desig\nn services, project management \u0826 skilled trades
inder one ro\nof. Under the same roof an accident has happened recently and a g\nood amount of corporate data of these compani went away from th\nem. You ha
inique chance to find home for - 3 data (accounting, legal information, business contracts and muc\nh other stuff including personal data of
heir employees). They w\nill be free soo n"},{"date":"2023-04-25", "title \n"."content":" is an investment adviser

ed with the S\nEC and is headquartered in Columbus, Ohio. Unfortunatel no one \nadvised to inv in cyber security. This painful fact\ncause

+ to lose much of business information: numerous\nnon-disclosures, contracts, projects, business contacts, detaile\nd accounting and personal employees

nformation, confidential doc\ns and so on and so forth. Almost 40 GB coming soon.\n"},{"date":"20823-04-26","title":" : '
pbervinices\n","content®:* . p : Services is a licensed home child care in Toronto\n. They use evidence-based approaches in all of our services to en\nsur
we offer quality programs based on sound knowledge. If you s\nee » data post here, it means that not all services\nthis company provides are of grea
uality. = 5 IT\n\"professionals\" did nothing to keep their customer's data in saf\nety and, as a result, you will see personal documents of pupils
nparents he in our blog soon. What is important to underline - t\nhere was no negati impact on children educated in this organiza\ntion wh their IT systems
crashed. By the way, financial data tu\nrned out to be very interested as well. Please wait for the relea\nse.\n"},{"date "title
nc\n" 2 Founded in 2001 ¢c. is a multi-discipline engineering fi\nrm providing services throughout the Western United State They \nsay the
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Opening Negotiation

Hello and welcome to Akira. How may | help you?
Hello our files are encrypted please help.
What is the cost for the software?

To decrypt your files you have to pay $1,200,000 in Bitcoin.

paloalto’ | ~uNITAa2

METWORKS PALG ALTG BT wanCE

Experiencing “Technical” Issues

Thank you for responding quickly. You're no mentions having

our files. Can you share a file listing of the files that you have? ﬁ Do you need a detailed decryptor along with the exfiltrated

files erasure?

We don't have your files now.
How long will it take to establish access to the servers? ﬂ

What do you mean? Does that mean you never had them /
or you have given them to someone else? r | don't know. If you pay now | guarantee that the files will be

totally erased and never be disclosed anywhere.

At the moment the servers where your data resides in our

uRevalEsle | can give you a sufficient discount if you pay within the next few

days.

| see. Please let us knqw \{vhen you restore access and What is the discount? ﬁ
are able to provide a file listing. Thank you for your help.

$600,000
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Also available as part of the eCourse
Anatomy of a Ransomware Negotiation and the Current Threat Landscape

First appeared as part of the conference materials for the
2024 Essential Cybersecurity Law session

"Anatomy of a Ransomware Negotiation: Lessons Learned from Communicating with a
Threat Actor"
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