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“I divide the entire set of Fortune Global 200
firms into two categories: those that know they
have been compromised and those that don’t
know yet.”

Dmitri Alpervitch
Former VP Threat Research, McAfee




Threat Environment

Trends —=The Ransomware Crisis

WannaCry was likely enabled
through phishing emails

This is another reminder that

employees
are the u
weakest link
inany organization's
cybersecurity strategy

and are

Source: Willis Towers Watson

Ransomware is a virus that is typically delivered via phishing email
campaigns. All the target victim has to do is click on a link to immediately
become infected. Once infected all their data is encrypted until a ransom
is paid to the attacker, typically in Bitcoins, to get the encryption key to
restore their data. Locky Ransomware is a fast moving virus, infecting as
many as 90,000 victims per day.
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Malware affected company
systems to receive and process
orders.

Downtime of IT systems and
supply chain disruptions.




CLG Proprietary Cyber Claims Data

Type of loss -

B Accidental disclosure

B Social engineering

M Rogue employee Attributable
to the human
Stolen/lost device element

Ransomware
Physical theft of data
W Hack
M Business interruption
B Website cloning/damage/malicious
B Computer/CPU
I Cyber extortion (not ransomware)
Virus transmission
Theft of monies (electronically)

Other
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Willis Towers Watson 2017-18 Reported Cyber Claims Index

Cyber Risks & Liabilities

* Third-Party Liability
¢ Consumer/employee PII
* Notification
* Credit monitoring
* PCIl Compliance fines under merchant
agreements

* Loss and Damage to Property
* Physical injury to property
* Business interruption
* Intellectual property loss

* Regulatory Investigations
* Compliance with subpoenas/orders
* Fines and penalties

*  Brand restoration

¢ Computer forensics to identify the cause of the
breach and fix it
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Find the full text of this and thousands of other resources from leading experts in dozens of
legal practice areas in the UT Law CLE elibrary (utcle.org/elibrary)
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