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Why are we talking about this?

 Cyber attacks against educational institutions are
occurring with increasing frequency

* Legislature has increased reporting and notification
obligations for school districts and other local
government entities

* Incident response may require legal input
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Cyberteam’s immediate focus:

» How did the attacker get in?

» Har far and deep have they gotten?

« Can we cut them off?

* |s our data encrypted or accessible?

» What have they locked up, viewed or copied?
» Do we have backup to retrieve/restore data?
* |s there a ransom demand?

» Should we call the FBI?
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Steps for administration and legal:

* Is there a cyber insurance policy?
» Required notifications, procedures, carrier approvals

* Develop a communication plan and timeline for notifications

* Line up necessary vendors and contracts

» Review Board Policy (i.e., CH (Local))
* Delegation of purchasing authority for emergency response
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Forensic Technology Consultant

» Check the policy to see whether carrier must approve
forensic consultants

* Per TEC 44.031(f), Districts may choose to contract with
a technology consultant in the same manner as a
professional service (rather than using formal
procurement methods)
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