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Sources of Cybersecurity Governance

= States with generally applicable laws requiring reasonable data security

measures.
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Alabama
Arkansas
California
Colorado
Connecticut

Delaware
District of Columbia
Florida
lllinois
Indiana
Kansas
Louisiana
Maryland
Nebraska
Nevada

New Mexico
New York
Oregon
Rhode Island
Texas

Utah

Ala. Code § 8-38-3
Ark. Code Ann. § 4-110-104(b)

Cal. Civ. Code § 1798.81.5
Colo. Rev. Stat. Ann. § 6-1-713.5
Conn. Gen. Stat. Ann. § 42-471(a)

6 Del. C. § 12B-100
D.C. Code § 28-3852a

§ 501.171(2), Fla. Stat.
815 ILCS 530/45

Ind. Code § 24-4.9-3-3.5
K.S.A..50-6,139b

—

La. R.S. 51:3074(A)
Md. Code Ann., Com. Law § 14-3503

Neb. Rev. St. §§ 87-801 through 87-808
NRS 603A.210 and 603A.215

NMSA 1978, §§ 57-12C-4, 57-12C-5

N.Y. Gen. Bus. Law § 899-bb(2)

ORS 646A.622

R.l. Gen. Laws § 11-49.3-2

Tex. Bus. & Com. Code Ann. § 521.052(a)

WINSTEAD



Sources of Cybersecurity Governance

» State Comprehensive Consumer
Requirements
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state
California

Colorado

Connecticut

Delaware

Florida

Indiana (effective January 1, 2026)

lowa

Kentucky (effective January 1, 2026)

Maryland (effective October 1, 2025)

Minnesota (effective July 31, 2025)

Montana

Nebraska

New Hampshire

New Jersey.

Oregon

Rhode Island (effective January 1, 2026)

Tennessee (sffective July 1, 2025)

Texas

Utah

Virginia

Data Privacy Laws with Data Security

Data Security Requirement
California Consumer Privacy Act (CCPA), as amended by the California Privacy Rights Act of 2020 (CPRA)
(collectively CCPA), Cal Civ. CodeAn § 1793.100(e)

For details, see Eractice Noto_Underslanding ine California Consumer Privacy Act (CCPA) and the California
Brivacy Righis AT (C

Business Oblgations

Colorado Privacy Act (CPA), Golo Rev Stal Ann 8 6.1.1308(5)
For details, see Eaciice Note_Underslanding ine ¢ = Act (CPA). Controlier Dyt

Effective July 1, 2025, the CPA requires covered enfities that handle biometric identifiers to adopt a written
policy that includes a data security incident response protocol. For details, see |5 ale. Coloradc
Amends Privacy Actio Add Proteci

melics o

Connecticut Personal Data Privacy and Online Monitoring Act, Goan. Gar Ano 842220

Delaware Personal Data Privacy Act, Dol C 2-106
Florida Digital Bill of Rights, §.501.71(1)(0) Fla, Sial,

Indiana Consumer Data Protection Act, | S 15 (eff. Jan. 1, 2026)

lowa Consumer Data Protection Act, [owa Code Ann § 7150 4(1)

Kentucky Consumer Data Protection Act, 1Z01c) (eff. Jan. 1, 2026)

Maryland Online Data Privacy Act, Lid. Code Ao 2 ) UL (eff. Oct. 1, 2025)

Minnesota Consumer Data Privacy Act, 325M.16, subd. 2(c) (eff. July 31, 2025)

Montana Consumer Data Privacy Act, |00l Code Ann. § 30-14.2812

Nebraska Data Privacy Act, Nab. Boy S 112000

New Hampshire Consumer Data Privacy Act, I

New Jersey Consumer Data Privacy Act, ML S.A 16612210

Oregon Consumer Privacy Act,

Rhode Island Data Transparency and Privacy Protection Act, B GanL G.45,14(0) (eff. Jan. 1, 2026)

Tennessee Information Protection Act, LG.A 0302130 (eff. July 1, 2025)

Texas Data Privacy and Security Act, \s & Com Code Ann 8541101

Utah Consumer Privacy Act, |12 3
Virginia Consumer Data Protection Act, /a.C §50.15
For details, see g
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