
Operational Resilience 

Justin Boncaldo, MOXFIVE

Emily Westridge Black, A&O Shearman

Alan Mitchell, Celanese

Anna Rudawski, A&O Shearman

22 OCTOBER 2025 PR
EV

IEW



© A&O Shearman© A&O Shearman

The cybersecurity lifecycle

Regulatory compliance

Board oversight and governance

Risk assessments

Tabletops and trainings

Contract reviews

Privileged investigation 

overlay

Oversee vendors

Threat actor 

communications

Lessons learned 

exercise

Ongoing regulator 

engagement and 
representations in 

response to proposed 

or actual enforcement 

action

Representation in post-incident 

litigation (data breach and 

commercial counterparties)

Advice on recovery actions 
(service providers and 

insurance)

Incident and Crisis 

Preparedness

Response plan review

Cyber vendor onboarding

Cyber insurance review 

Cyber risk 

management Incident response
Recovery and 

resolution

Data recovery and 

analysis

Remediation

Internal and external comms/PR 

engagement

Global regulator and data subject 

notifications / investigations

Forensic investigation oversight

Recovery and restoration oversight

Response coordination and oversight

Ongoing legal and strategic advice

Intelligence and law enforcement 

engagement

Legal lens on containment

Documenting containment

Sanctions advice on 

ransom payments

Insurance liaisonPR
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Incident preparation and immediate response (OT)

Identify the impacted asset and 

risk associated with compromise.

Health and safety risks

Asset manager to clear area

Asset recovery and 

analysis

Remediation

Internal and external comms/PR engagement

Forensic investigation oversight

Response coordination and oversight

Ongoing legal and strategic advice

Isolate the asset 

Transition to manual operations

Intelligence and law enforcement 

engagement

Legal lens on containment

Sanctions advice on ransom 

payments

Insurance liaison

Cyber risk 

management

Incident response

Recovery and 

resolution
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