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Focus Areas

§ Protecting Children Online

§ Enforcement of State Comprehensive Privacy Laws

§ AI Enforcement Under Consumer Protection Laws

§ Geolocation, Biometric, and Health Data

§ Data Breach Enforcement

§ False Claims Act Liability for Federal Contractors

§ Looking Ahead
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Protecting Children Online

§ United States v. Apitor Technology (Sept. 2025)
§ Toy robot maker allegedly violated Children’s Online Privacy Protection Act

§ Mobile app included a third-party software development kit which collected and 
transmitted precise geolocation data to servers in China without parental consent

§ Injunction, $500,000 penalty, and other relief

§ United States v. Disney (Sept. 2025)
§ Disney allegedly violated COPPA and FTC Act Section 5

§ Uploaded child-directed YouTube videos to “not made for kids” channels, allowing 
for collection of personal data from children and targeted ads

§ $10 million civil penalty; must adopt comprehensive “audience designation 
program”
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Find the full text of this and thousands of other resources from leading experts in dozens of
legal practice areas in the UT Law CLE eLibrary (utcle.org/elibrary)

Title search: Federal and State Enforcement Update

First appeared as part of the conference materials for the
2025 Essential Cybersecurity, Privacy, and AI Law session
"Federal and State Enforcement Update"
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