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Topics
1. Managing Vendor Risk
2. The Phone Rings – It’s a Cyber‐Attack!
3. Common Hurdles in Incident Response
4. Privilege In Cyber Investigations
5. An Ounce of Prevention
6. Audience Q&A

1.		Managing	Vendor	Risk
Vendors pose significant cyber risks 
because they:
• Have access to, or maintain, the 
company’s sensitive information, and/or
• Have access to the company’s network.



3

1.		Managing	Vendor	Risk
To mitigate risks:
• Conduct thorough due diligence
• Draft contracts that address risks with:
• Appropriate representations and 
warranties

• Audit rights
• Required ongoing training
• Strong notice provisions
• Insurance requirements

• Indemnity provisions

2.		The	Phone	Rings	–It’s	a	Cyber	Attack!
•Ways you may discover a cyber‐attack
• First response?  
•Who is on your incident response team? 
• Quarterback – compliance/legal?

• Fullback – business unit?
• Halfback – asset protection/
investigative team
• Defensive line – media/PR?
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