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� Infiltration

� Staging and intelligence gathering

� Encryption and, quite possibly, deletion (of backups) and/or exfiltration (of credentials 

and/or other data)

� Demands

� Negotiations

� Decryption 

� Recovery
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Ransomware fundamentals
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� Software vulnerabilities

� Purchasing victims from other partners

� RDP marketplaces

� Trojan operators (Emotet & Trickbot)

� ‘Old school’ phishing

� Doxxing
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Recent trends
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