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Right now, there may be no greater 

risk to organizations than cyber 

insecurity.
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Feb 2020

A non-password protected cloud database 
containing hundreds of millions of customer 
records and internal logs for cosmetic giant 
Estée Lauder has been found exposed online, 
according to researchers.

In all, 440,336,852 individual data pieces were 
exposed...Many of the records importantly 
contained plaintext email addresses (including 
internal email addresses from the @estee.com 
domain). There were also reams of logs for 
content management systems (CMS) and 
middleware activity. 

Fortunately, there was no payment data or 
sensitive employee information included in the 
records...
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March 2020

Hotel chain Marriott International 
announced today that it has suffered a 
second data breach.

...the company spotted unusual activity 
occurring in an app that guests use to 
access services during their stay. 

An investigation [ ] revealed that the 
login credentials of two Marriott 
employees had been used to access 
"an unexpected amount" of guest 
information.

This latest data breach has affected 
approximately 5.2 million Marriott 
guests.

In November 2018, Marriott reported 
a data breach that saw the records of 
approximately 339 million guests 
exposed
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Ohio-based Kroger 
reported a hacking 
incident

Network server

~11,000 individuals 
impacted

June 2020
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June 2020

Researchers have found 142 million 
personal details from former guests at the 
MGM Resorts hotels for sale on the Dark 
Web, evidence that a data leak from the 
hotel chain last summer may be far bigger 
in scope than previously thought.

An advertisement on a hacker forum has 
put 142,479,937 details from “MGM Grand 
Hotels” guests up for sale for more than 
$2,900...
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