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Ransomware Introduction

Ransomware is malware that infects computers, networks,
and services

* Victim’s computer is infected with malware

» Malware encrypts victim's data and/or systems, making them
unreadable

» Actor demands payment to decrypt files or network

* Numerous variants and threat actor groups that launch the
attacks
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Ransomware Continues to Evolve

o Ransomware-as-a-service: business model where operators develop ransomware
encryptor and supporting infrastructure (leak site; victim chat function) where affiliates
launch the attacks with tools developed by the operator and they split the ransom
payment.

o Affiliates are moving between RaaS operators more frequently, complicating
detection and response

o Timed Wiper Malware: threat actors install wiper malware before ransomware
deployment and if payment is not made within the time the wiper malware is installed,
it will execute to delete organization data. Increased pressure tactics from Threat
Actor to force victim payments (e.g., DDoS attacks, shame sites, direct calls to
employees) and increase in re-extortion after payment

o Dual Ransomware attacks: certain threat actors are launching multiple attacks after
the first ransomware attack by a different ransomware variant to disrupt remediation
efforts

o Supply-Chain attacks: Increased focus on targeting cloud infrastructure, managed
services providers, industrial processes and software supply chain
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Stages of Ransomware

= G

1 Installation
-
Victim opens a malicious
email attachment or visits
a compromised website

2. Contact

Malware contacts
actor’s server

3 . Encryption

Malware encypts
victim’s files

4 Extortion 3
" Message on victim’s computer $
displays ransom deadline and
amount to be paid using %

electronic currency
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Stages of Ransomware

5. Double Extortion '@‘ $
Posting proprietary information to
online marketplaces, only partially %

unlocking the system and
demanding more money,
simultaneously employing BEC
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Common Traits: Ransom Page
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Ooops, your files have been encrypted!  ErTEEEEE

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
ible by they have b d_ Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your flles without
M cur decryption service.

Can 1 Recover My Files?

Sure. We guarantes that you can recover all your files safely and easily. But you have
not so enough time.
You can decrypt some of your files for free. Try now by clicking <Decrypt>.

Th Bl But if you want to decrypt all your files, you need to pay.

""" You anly have 3 days to submit the payment. After that the price will be doubled.

Also, if vou don't pay in 7 days, you won't be abie to recover your files forever.

ol VW'e will have free events for users who are o poor that they couldn't pay in & months.

How Do I Pay?
[Payment is accepted in Bitcoin only. For more information, click <About bitcein.
Please check the current price of Bitcoln and buy . Far more inf
click <How to bay bitcoins=.

n ount to the add ified in this window.
Check Payment>. Best time to check: 9:00am - 11:00am

Time Lekt
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Find the full text of this and thousands of other resources from leading experts in dozens of
legal practice areas in the UT Law CLE elibrary (utcle.org/elibrary)

Title search: To Pay or Not to Pay: Issues and Considerations for a
Ransomware Response

Also available as part of the eCourse
To Pay or Not to Pay: Issues and Considerations for a Ransomware Response

First appeared as part of the conference materials for the
2023 Essential Cybersecurity Law session
"To Pay or Not to Pay: Issues and Considerations for a Ransomware Response"
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