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Proprietary and confidential

July 1998: OIE Formed

January 2010: Renewed Focus on IT Infrastructure

October 2011: SEC Cybersecurity Guidance

January 2014: Jarcho Speech/FINRA Sweep 
Announcement

March 2014: SEC Cybersecurity Roundtable

April 15: OCIE Risk Alert

September 15: SEC Cybersecurity Guidance on 
Second Round of Examinations
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APPLIES TO SEC REGISTERED BROKER-
DEALERS AND INVESTMENT ADVISERS

ENSURE THE SECURITY AND
CONFIDENTIALITY OF CUSTOMER
RECORDS AND INFORMATION

PROTECT AGAINST ANY ANTICIPATED THREATS
OR HAZARDS TO THE SECURITY OR INTEGRITY
OF CUSTOMER RE- CORDS AND INFORMATION; 
AND

PROTECT AGAINST UNAUTHORIZED ACCESS TO OR
USE OF CUSTOMER RECORDS OR INFORMATION
THAT COULD RESULT IN SUBSTANTIAL HARM OR
INCONVENIENCE TO ANY CUSTOMER

REGULATION S-P “The Safeguard Rule”

Proprietary and confidential

Proprietary and confidential

Compliance Inspection
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with Remote 
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and 
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Unauthorize

d Activity

Intrusion 
Event 

History

Proprietary and confidential

OCIE First Round Examination

• Security  of  physical devices and  software  
plat- forms

• Protection priorities

• Written cyber security policies

• Risk assessment results

• Organizational  charts  and  reporting  lines  
for   cyber security personnel

• Cyber security testing and training

• Cyber security insurance

• Data destruction practices

• Encryption procedures

• Back-up system protocols

Proprietary and confidential

Identification of 
Risk Governance

Risk Governance


